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Root Causes of Data Breaches oo Soncs

Human Error

Process Failure

Malicious

Ponemon Institute 2017 Cost of Data Breach Study: Global Analys
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Human Error

Lost or
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Verizon Data Breach Report 2016



Data Breach Breakdown SEARS

Malicious Breaches Overview
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Engineering 239%
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Verizon 2016 Data Breach Investigations Regapiecifically: incidents involving credentials
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Malware



Malwareincludes numerous threat
families, all with different names.

@ @ Ransomware
Bootkits




Growth of Malware

» Total Malware

_,u_,_._,_#._ﬂww_wﬁ._._.____________-.lIII ||||
e 17 1 pyright @ AV-Ti - mb w-test.or




Malware

AOn average, 390,000 unlque threats per élay
Al VAL dzS G KNBF r SEGN

AMalicious threats are changed In the smallest
amount possible to evade detection.

AMalicious threats are targeted in order to
have the highest penetration (success) rate.

IAV-TEST GmbH, www -sst.org



Is malware on Windows only?

AMalware definitely exists on other operating
systems (OSes) outside of Windows.

AWindows is typically the major target due to
high market share.

AWhen new malware is released on other OSes,
it typically has a high penetration rate due to
people believing their Android, Mac, and Linux
devices are safe without having any endpoint
security installed.



Is malware on mobile phones?

A Mobile phone malware is a growing threat due to users
doing the majority of their internet browsing on a cell
phone.

A Ransomware, or screen locking malware, is a popular
threat on mobile devices.

Aln 2016, malware targeting Apple I0S (IPhones, iPads)
AYONBI aSRd ' LILX S R2SayQu | f
antivirus for these products, so users must depend on
the company to fix any vulnerabilities.



How does my computer get infected?

AClicking malicious links in email
APlugging in an unknown flash drive

ADownloading malware masquerading
as other software



How does my mobile device get infected? SEARS

AClicking malicious links in email

ADownloading malware masquerading as
other software

Alnstalling & party apps directly from the
Internet instead of yia official stores such
Fa D223t S ttle 2NJ ! LI



Top Tips to Avoid Malware

@ Install Endpoint Security
on all devices.

@ Be careful what you plug in.
® Be careful what you click.

(® Get awareness training for
entire family.
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Phishing



Phishing? Or fishing?

ALa OKS FFOG 2F asai
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AHoping that something bites that
you can then hook.



Phishing

Alntentionally deceiving someone by
posing as a legitimate company.

ATypically, utilizes email by pretending to
be a company or service requesting you
to do something.

AHoping that you click the link and fill
out the requested Info.
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Phishing Stats oot

Health
39%

A54% of all inbound
email Is spam Spam Dating

Al in 20 email Types
messages has ‘ Adult
malicious content . 12%

2016 TrustwaveGlobal Security Report




Phishing Stats

Open phishing messages Open attachments
(23% last year) (11% last year)

Verizon 2016 Data Breach Investigations Report



Phishing Examples SEAR

www.AgainstRomanceScams.org

Saciety of ns Against Romance Seams:

-—- Forwarded| Message -—

From: PayPal|<paypal@notice-access-273.com>
To:
Sent vweanesaay, January £5, 2017 10:13 AM

Subject: Your Account Has Been Limited (Case |D Number: PP-003-153-352-657)

PayFal
Dear Customer,
We need your help resclving an issue with your account. To give us time to work together on this, we've temporanly limited what you can de with your account until the issue is resolved.

We understand it may be frustrating not to have full access to PayPal account. We want to work with you to get your account back to normal as quickly as possible.

We noticed some unusual activity on your PayPal account.

I As a secunty precaution to protect your account until we have more details from you. we've place a limitation on your account.

How you can help?
It's usually pretty easy to take care of things like this. Most of the time, we just need a little more information about your account.

To help us with this and te find out what you can and can't do with your account until the issue is resclved, log in to your account and go to the Resclution Center.

Help | Contact | Security

This email was sent to you, please do not reply to this email. Unfortunately, we are unable to respond to inguiries sent to this addess. For immediate answers to your questions, simply visit cur Help Center by clicking Help
at the bottom of any PayPal page.

© 2018 PayPal Inc. All rights reserved

Not paypal.com
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Suciety of Citizens Against Romance Scams

Summary Activity Send & Request Wallet Shop
' PayPal Log Out

What can | do while my account is
limited?

Jt account informas

v use PayPal logos in your auction kstings or J

Update Address ard Informatior

What can't | do while my account is
limited?

& Complete the steps listed 10 restore your account access.

receive money

% withdraw money from your ' ss Line 1
., NI 000K Address Line 2

x emove a card
city

b emove a bank a

- ey " State

X dispule a transaction
A 2IP | Post Code
Country
Secured & Certificate by Phone Number

Symantac "W
J Vakdation &
— 18 Protection

other's Maiden Name

cial Security Number

Date of Birth <] G 7



Top Tips to Avoid Phishing

(®» Check who the emall sender Is.

@ Check the email for grammar and spelli
mistakes.

® Mouse over the link to see where it goe:
@ Do not click the link manually type it in.
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Social Engineering

AManipulation of people into divulging
confidential or sensitive information

AMost commonly done over email, but
also regularly carried out over the phone



Social Engineering

ACan be a slow gain of information

ACan attempt to gain all information
needed at once



Social Engineering Examples

APhone call targets employees at

a business.
ACaller asks w
ARequests his/

no the boss/CEO Is.
ner email address.

ANow the attac

Ker has the username

and the name of the person targeted for

compromise.



Social Engineering Examples

AA person walks into office
pretending to be a contractor.

ADue to his/her uniform, people
FaadzyYS AuQa hYo

APerson walks into room with
sensitive info and steals It.



Top Tips to Avoid Social Engineering

(» Be careful with the information
you disclose.

@ Verify credentials of contractors.

® If you have any doubts on the
identity of callers, hang up and
call their official company
number back.
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Can these answers be found on your Facebook SEARS
account?

AWhat city did you grow up in?

A2 KFEFG Aa @2dzNJ R23IQa
AWhat high school did you attend?

AWhat is your favorite book?

AWhat is your dream job?

A2 KIFG A& e2dzNJ Y2UKSNX




iPhone Support Q

A p p | e l D Sign In Create Your Apple ID FAQ

Unlock Account

Verify your birthday to continue.

Does t_his look
L familiar?



iPhone Support Q 8

A p p | e l D Sign In Create Your Apple ID FAQ

Unlock Account

Answer Security Questions

What is the first name of your best friend in high
school?

How about this?

What is your dream job?

Cancel



Security Questions

ATypically, users are honest when filling ou
security questions.

AMalicious parties can utilize social media to
find out the answers to these questions,
which allows them to reset your password.

ABest practice is to not be honest when filling
out these guestions. Treat security questions
as another password field.



Users and Poor Password Hygiene

ATypically, users practice risky behavior
with respect to passwords.

APasswords nowadays can be a gateway
Into Identity thetft.



Access your data => problem

Documentor
sticky note

with passwords
written on It



