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THREATS OVERVIEW



Root Causes of Data Breaches

Ponemon Institute 2017 Cost of Data Breach Study: Global Analysis

47%

25%

28%



Lost or 
stolen 
device

Data Breach Breakdown

Human Error

Verizon Data Breach Report 2016



Data Breach Breakdown

Malicious Breaches Overview

Verizon 2016 Data Breach Investigations Report ςspecifically: incidents involving credentials



Threats Overview

Malware Phishing Social
Engineering



Threats Overview

Malware



Malware includes numerous threat 
families, all with different names.

Viruses
Trojans

Ransomware

Rootkits

Bootkits
Worms



Growth of Malware



ÅOn average, 390,000 unique threats per day.1

Å¦ƴƛǉǳŜ ǘƘǊŜŀǘǎ ґ ŜȄǘǊŜƳŜƭȅ ŘƛǎǎƛƳƛƭŀǊΦ

ÅMalicious threats are changed in the smallest 
amount possible to evade detection.

ÅMalicious threats are targeted in order to 
have the highest penetration (success) rate.

Malware

1AV-TEST GmbH, www.av-test.org



ÅMalware definitely exists on other operating 
systems (OSes) outside of Windows.

ÅWindows is typically the major target due to 
high market share.

ÅWhen new malware is released on other OSes, 
it typically has a high penetration rate due to 
people believing their Android, Mac, and Linux 
devices are safe without having any endpoint 
security installed.

Is malware on Windows only?



ÅMobile phone malware is a growing threat due to users 
doing the majority of their internet browsing on a cell 
phone.

ÅRansomware, or screen locking malware, is a popular 
threat on mobile devices.

ÅIn 2016, malware targeting Apple iOS (iPhones, iPads) 
ƛƴŎǊŜŀǎŜŘΦ !ǇǇƭŜ ŘƻŜǎƴΩǘ ŀƭƭƻǿ ǾŜƴŘƻǊǎ ǘƻ ŎǊŜŀǘŜ 
antivirus for these products, so users must depend on 
the company to fix any vulnerabilities.

Is malware on mobile phones?



ÅClicking malicious links in email

ÅPlugging in an unknown flash drive

ÅDownloading malware masquerading 
as other software

How does my computer get infected?



ÅClicking malicious links in email

ÅDownloading malware masquerading as 
other software

ÅInstalling 3rd party apps directly from the 
internet instead of via official stores such 
ŀǎ DƻƻƎƭŜ tƭŀȅ ƻǊ !ǇǇƭŜΩǎ !ǇǇ {ǘƻǊŜΦ

How does my mobile device get infected?



Top Tips to Avoid Malware

Install Endpoint Security 
on all devices.

Be careful what you plug in.

Be careful what you click.

Get awareness training for 
entire family.
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Threats Overview

Phishing



ÅLǎ ǘƘŜ ŀŎǘ ƻŦ ǎŜǘǘƛƴƎ ǘƘŜ ōŀƛǘ όǘǊŀǇύΧ

Å/ŀǎǘƛƴƎ ƛǘ ƻǳǘ ƛƴǘƻ ŀ ǿƛŘŜ ƻŎŜŀƴΧ

ÅHoping that something bites that 
you can then hook.

Phishing? Or fishing?



ÅIntentionally deceiving someone by 
posing as a legitimate company.

ÅTypically, utilizes email by pretending to 
be a company or service requesting you 
to do something.

ÅHoping that you click the link and fill 
out the requested info.

Phishing



Å54% of all inbound 
email is spam

Å1 in 20 email 
messages has
malicious content

Phishing Stats

Spam
Types

2016 TrustwaveGlobal Security Report



Phishing Stats

Verizon 2016 Data Breach Investigations Report

30% of 
people

Open phishing messages
(23% last year)

12% of
people

Open attachments
(11% last year)



Phishing Examples

Not paypal.com



Phishing Examples



Top Tips to Avoid Phishing

Check who the email sender is.

Check the email for grammar and spelling 
mistakes.

Mouse over the link to see where it goes.

Do not click the link ςmanually type it in.
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Threats Overview

Social Engineering



ÅManipulation of people into divulging 
confidential or sensitive information

ÅMost commonly done over email, but 
also regularly carried out over the phone

Social Engineering



ÅCan be a slow gain of information

ÅCan attempt to gain all information 
needed at once

Social Engineering



ÅPhone call targets employees at 
a business.

ÅCaller asks who the boss/CEO is.

ÅRequests his/her email address.

ÅNow the attacker has the username 
and the name of the person targeted for  
compromise.

Social Engineering Examples



ÅA person walks into office 
pretending to be a contractor.

ÅDue to his/her uniform, people 
ŀǎǎǳƳŜ ƛǘΩǎ hYΦ

ÅPerson walks into room with 
sensitive info and steals it.

Social Engineering Examples



Top Tips to Avoid Social Engineering

Be careful with the information 
you disclose.

Verify credentials of contractors.

If you have any doubts on the 
identity of callers, hang up and 
call their official company 
number back.
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PASSWORD SAFETY



ÅWhat city did you grow up in?

Å²Ƙŀǘ ƛǎ ȅƻǳǊ ŘƻƎΩǎ ƴŀƳŜΚ

ÅWhat high school did you attend?

ÅWhat is your favorite book?

ÅWhat is your dream job?

Å²Ƙŀǘ ƛǎ ȅƻǳǊ ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜΚ

Can these answers be found on your Facebook 
account?



Does this look 
familiar?



How about this?



ÅTypically, users are honest when filling out 
security questions.

ÅMalicious parties can utilize social media to 
find out the answers to these questions, 
which allows them to reset your password.

ÅBest practice is to not be honest when filling 
out these questions. Treat security questions 
as another password field.

Security Questions



ÅTypically, users practice risky behavior 
with respect to passwords.

ÅPasswords nowadays can be a gateway 
into identity theft.

Users and Poor Password Hygiene 



Access your data => problem

Documentor 
sticky note
with passwords 
written on it


